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JUVRITTUUUUANTT wazlusunsy freeradius Nlunaaasiang

ez lnaszedmuszuuliRnisuaslusunsy freeradius Jamsidenlymdtosnignaas Aall
— Debian 9.8 (stretch)
cat /etc/debian_version

—  Freeradius 3.0

freeradius -v

1AS9E519AT0VYUTLNBUNITANAY

|+ +

| 202.28.112.6

|

| - +

+--| Radius server | Main Realm

| 4 + eduroam@uxx.ac.th

| radius.uxx.ac.th (192.168.1.1)

+-—| Radius server | Sub-Realm
| + eduroam@abc.uxx.ac.th

| radius.abc.uxx.ac.th (192.168.1.111)
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e +
+-—| LDAP server | ldap.uxx.ac.th |
|+ + user@uxx.ac.th

| ldap.uxx.ac.th (192.168.1.2)

+-—| Active Directory | ad.uxx.local/UXX.LOCAL
| + user@uxx.ac.th

| ad.uxx.ac.th (192.168.1.3)

+—| MySQL | radius:radpass@mysgl.uxx.ac.th/radius
|+ + user@uxx.ac.th

|  mysgl.uxx.ac.th (192.168.1.2)

|
|
+---[ WLC or AP ]

== Hosts Account/Password ==
Linux: root/asdf

Windows: Administrator/Asdf1234

N1ANAILAENATIUTUNUFIY

[

WunsanaskasAmunnaudRnugIuln Radius server anunsavintaulaniediies Usenaunlgnisin
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. INNIAUNALNIAIFALALUNALNINUFIY

apt update apt upgrade -y

919ABITYN
apt install ntp -y

service ntp restart

. ANASUNALNG freeradius UasuWALNAHTUEYY

apt install freeradius -y

apt install easy-rsa -y

apt install weget -y
update-rc.d freeradius enable

o. ANUlantazAsUlnaAIaliad 1S UNAGaU

Wusesilovseluswnsudmsulannaounisyinarulues radius server Inganunsanaasunu radius

a [ . = gj
server \NEINU WPA-Enterprise 839U phase-2 n
apt install gcc make libssl-dev -y
cd /etc/freeradius/3.0

wget \
http://www.rmuti.ac.th/user/prakai/p/2019-05-freeradius-test-t ool.tar.gz

tar vxfz 2019-05-freeradius-test-tool.tar.gz
cd tool/wpa_supplicant-2.6/wpa_supplicant

cp -f defconfig .config

nano .config

CONFIG_EAPOL TEST=y
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#CONFIG_DRIVER NL80211=y

make eapol_test cp eapol_test ../../bin

ref: http://deployingradius.com/scripts/eapol_test

& amuluanyalanaauifdsasy

WulwaguaudRdnsaguaglasunisuuuseandudsuisaiuliugg

cd /etc/freeradius/3.0

weget \

http://www.rmuti.ac.th/user/prakai/p/2019-05-freeradius-em-debi an-eduroam.tar.gz

&. wanlwanmuautfdnsagy

uwaniranuaudfdisgy InelnanuaudAdusaguiivaelna lasunisusuunsedudsunaiuliven

sudsladnA1asule (comment) aanly wWisluilannlulvaininunseduiu

tar vxfz 2019-05-freeradius-en-debian-eduroam.tar.gz

va o & Ao &
Temsivlanauandidusaguiinad

AasanURAnanvas freeradius 3.0 lyguivarieudwmsuuwnlulnauagiu radiusd-eduroam.conf

v v =) Al
nsAansednydylyvise realm flugnaes

eduroam-realm-checks.conf eduroam-mon-checks.conf

UseAlenr3on15UIN15909 freeradius @150 eduroam Wuu Main realm #se Sub-realm
sites-available/eduroam-main

sites-available/eduroam-sub

sites-available/eduroam-inner-tunnel

sites-available/eduroam-status

AsWaNmaAU radius WA39DU WK NRO, Main realm #38 Sub-realm

proxy-eduroam-main.conf

proxy-eduroam-sub.conf
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clients-eduroam-main.conf

clients-eduroam-sub.conf

® anaAuURluga EAP uay attr filter

mods-available/eap-eduroam

mods-config/attr_filter/pre-proxy

® Jynlvwuulua

mods-available/files-eduroam

mods-config/files-eduroam/accounting

mods-config/files-eduroam/pre-proxy

mods-config/files-eduroam/authorize
o ﬁﬁg‘?ﬂ;ﬂ‘umﬂ LDAP server

mods-available/ldap-eduroam
o ﬁﬁg‘?ﬂ;ﬂ‘umﬂ Microsoft Active Directory
mods-available/mschap-eduroam

o ﬁﬁg‘?ﬂ;ﬂ‘umﬂ MySQL server
mods-available/sqgl-eduroam

mods-config/sql/main/mysql/queries-eduroam.conf

w. wnlulwa radiusd.conf

lngUSunnianizanlaeisuainta radiusd-eduroam.conf
cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
#

proxy_requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf
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# CLIENTS CONFIGURATION
#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

o. duulvadwmsumsiduylnusnisudn (Main Realm) vasanndu

danlylnadinsu Main Realm

cd /etc/freeradius/3.0

cp proxy-eduroam-main.conf proxy-eduroam.conf
cp clients-eduroam-main.conf clients-eduroam.conf

cp sites-available/eduroam-main sites-available/eduroam

<. unlvlwa proxy-eduroam.conf

Ysuunlulwaanizyannasunly

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# realm for local service

#

realm uxx.ac.th {
auth_pool = localhost
nostrip

}

realm ~.uxx.ac.th {

virtual_server = auth-reject

nostrip
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«. wnhulwa sites- available/eduroam

cd /etc/freeradius/3.0

nano sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user
if( ("%{Realm}" =~ /uxx.ac.th$$/) ) {

if( ("%{Realm}" =~ /Auxx.ac.th$$/) ) {
update control {

Proxy-To-Realm := LOCAL
}

pre-proxy {

# Update Operator-Name to IdP
if ("9%{Operator-Name}" == ") {
update proxy-request {

Operator-Name := "fuxx.ac.th”

}

eo. anantumiy waziua lvlunluyg

Ysuunlulnamnizyaiinaunly

cd /etc/freeradius/3.0/sites-enabled

rm -f default

rm -f inner-tunnel
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[OJoN

n -s ../sites-available/eduroam

n -s ../sites-available/eduroam-inner-tunnel
n -s ../sites-available/eduroam-status

cd ..

L‘Uﬂi‘*ﬂuga eap-eduroam Wag files-eduroam

o,

cd /etc/freeradius/3.0/mods-enabled

(n -s ../mods-available/eap-eduroam
n -s ../mods-available/files-eduroam
cd ..

a519lna Certificates

cd /etc/freeradius/3.0/certs

rm *
cp /usr/share/doc/freeradius/examples/certs/* .

nano ca.cnf

[ CA default]:
default_days

[certificate_authority]

countryName = TH
stateOrProvinceName = Bangkok

localityName = -

= 3650

Ysuunlulnamnizyaiinaunly
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organizationName = XX University
emailAddress = eduroam@uxx.ac.th

commonName = "UXX Wi-Fi Certificate Authority"

nano server.cnf

[ CA default ]

default_days = 3650

[server]

countryName =TH
stateOrProvinceName = Bangkok

localityName =-

organizationName = XX University
emailAddress = eduroam@uxx.ac.th
commonName = "UXX Wi-Fi Certificate"

nano client.cnf

[ CA default ]

default_days = 3650
[client]

countryName =TH
stateOrProvinceName = Bangkok

localityName = -
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organizationName = XX University
emailAddress = eduroam@uxx.ac.th
commonName = eduroam@uxx.ac.th

nano Makefile --------
dh:

openssl dhparam -dsaparam -out dh $(DH_KEY SIZE)

J/bootstrap
cd ..

on. WAYUANSVIBRNIVRIVRIINE

chown -R freerad:freerad /etc/freeradius/3.0

0. NAFIUNITNINULUUNUFIY

Tytnludmsunisvaaeveglulia

mods-config/files-eduroam/authorize

~
NBU1NIN ®

service freeradius stop

freeradius -X

(stop debugging with CTRL+C)

Y1999 b

cd /etc/freeradius/en.o/tool

/rad_eap test -H 127.0.0.1 -P 1812 -S testing123 \
-u 'eduroam@uxx.ac.th' \
-p TESTING-PASSWORD' \

—-v -m [EEE8021X\
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-s eduroam -e PEAP -2 MSCHAPV2

———————— access-accept; 0

RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@uxx.ac.th’
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18

Value: 6668fe5c30e59946dc91ad7200c0a810
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oc. wnlulna radiusd.conf

N15ANMYIY91UIIUNY eduroam-TH

cd /etc/freeradius/3.0

nano radiusd.conf

lnguSuunianizyalaeyisuainia radiusd-eduroam.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
#

proxy_requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION
#
SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.

conf

oo. unlulna proxy-eduroam.conf

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# realm for local service

#

realm uxx.ac.th {

auth_pool = localhost

nostrip

Ysuunlulwaanizyannasunly
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}
home_server eduroam-NRO-a {

type = auth+acct

ipaddr = 202.28.112.6
port = 1812

secret = XXXXXXXXXXXXXXKX
#src_ipaddr = XXXXXXXXKXXX
status_check = status-server

require_message_authenticator = yes

o, wnlulna clients-eduroam.conf

Ysuunlulnamnizyaiinaunly

cd /etc/freeradius/3.0

nano clients-eduroam.conf

# eduroam server (NRO)
#

client eduroam-NRO-a {

ipaddr = 202.28.112.6 #UniNet

secret = XXXXXXXXXXXXXXXX
require_message_authenticator = no
shortname = eduroam-NRO

#virtual_server = eduroam

0. NAFBUNITINUAILETY eduroam 310 IAP By

PN
NBU1IN ®

service freeradius stop

freeradius -X
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(stop debugging with CTRL+C)

YU1999 b

cd /etc/freeradius/3.0/tool

J/rad_eap_test -H 127.0.0.1 -P 1812 -S testing123 \

-u 'eduroam@uni.net.th' \
-p 'AskToUniNet' \
-v -m IEEE8021X \

-s eduroam -e PEAP -2 MSCHAPV2

77777777 access-accept; 0
RADIUS message: code=l (Access-Accept) identifier=s length=187
Attribute el (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@uni.net.th’
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18

Value: 4f334b7622ec20537163ac31c1926d84

N1SWIBUABNULASAIlUSN15888 (Sub-Realm) Yadda1uY

oc. wnlulna radiusd.conf

lngUSunnianizanlaeisuainta radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
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#

proxy_requests = yes
SINCLUDE proxy.conf
# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION
#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

wo. unlulwa proxy-eduroam.conf

Ysuunlulnamnizyaiinaunly

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# home server for ABC.UXX.AC.TH
#

home_server abc-uxx-ac-th {
type = auth+acct

ipaddr = XXXXXXXXXXXX # 192.168.1.111

port = 1812

secret = XXXXXXXXXXXXXXXX
#src_ipaddr = XXXXXXXXX XXX
status_check = status-server

require_message_authenticator = yes

}
#
# home server pool for ABC.UXX.AC.TH
#

home_server_pool abc-uxx-ac-th-pool {
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type = fail-over

home_server = abc-uxx-ac-th

}
#

# realm for ABC.UXX.AC.TH
#

realm abc.uxx.ac.th {
auth_pool = abc-uxx-ac-th-pool

nostrip

wae. knkulwa clients-eduroam.conf

Ysuunlulnamnizyaiinaunly

cd /etc/freeradius/3.0

nano clients-eduroam.conf

# ABC.UXX.AC.TH server -- Sub-Realm
#

client abc-uxx-ac-th {

ipaddr = XXX.XXX.XxXX.XxX # 192.168.1.111
netmask = 32 secret = XXXXXXXXXXXKXXXXX

require_message_authenticator = no shortname = abc-uxx-ac-th
nastype = other

}
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wlo. NAFAUNIIVINUAEE Y eduroam A1NLATEIINUINNTERY (Sub-Realm) vasan1Tu

Tayladmsunsvaaeveglu Wafiv3addwuinisesevasaniiu

mods-config/files-eduroam/authorize

PU19DN 1

service freeradius stop
freeradius -X

(stop debugging with CTRL+C)

YUV 2

cd /etc/freeradius/3.0/tool

J/rad_eap_test -H 127.0.0.1 -P 1812 -S testing123 \
-u 'eduroam@abc.uxx.ac.th' \
-p 'TESTING-PASSWORD' \
-v -m [EEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
———————— access-accept; 0

RADIUS message: code=2 (Access-Accept) identifier=8
length=187

Attribute 27 (Session-Timeout) length=6
Value: 600

Attribute 1 (User-Name) length=21
Value: 'eduroam@abc.xx.ac.th’

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
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Value: 4f334b7622ec20537163ac31c1926d84




axan136iAead Radius server dwsuuinis eduroam

n13fnAslaedl LDAP Server wugiuvayatayiely

WunsanaskasAvuenaudRnuguly Radius server a1un35avinga1uiu LDAP server (OpenLDAP)

v A

wWelyUnydylyainguveya LDAP veyaUndylunisiinisiiusianiuluguuuu NT/LM Hash
(NT-Password, LM-Password)

N1591191U%04 Radius server Azfinnalnenssluds LDAP server nulugaiiieglu Radius server

o, 15985199038 lu LDAP Server

lassasavaninesavesvayaylyly LDAP Server

dn: dc=uxx,dc=ac,dc=th
objectClass: top
objectClass: organization

dc:iu

dn: ou=People,dc=uxx,dc=ac,dc=th
ou: People
objectClass: top

objectClass: organizationalUnit

dn: ou=Group,dc=uxx,dc=ac,dc=th
ou: Group
objectClass: top

objectClass: organizationalUnit

dn: cn=Users,ou=Group,dc=uxx,dc=ac,dc=th
cn: Users

objectClass: posixGroup
gidNumber: 1001

description: Group of Users on Unix System

dn: uid=user,ou=People,dc=uxx,dc=ac,dc=th
cn: User
sn: User

objectClass: top
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objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson

objectClass: sambaSamAccount
uid: user

uidNumber: @ooe

gidNumber: @ocoe

loginShell: /bin/bash
homeDirectory: /home/user
gecos: User User

description: User User
displayName: User User
sambaAcctFlags: [U ]

sambal. MPassword: CeDFD&ACo&eoEx&DFFaamo&FAFeFFE@
sambaNTPassword: bCaaAAxBEACobmbocaimECERmBoRooxbo sambaSID: ...

sambaPrimaryGroupSID: ...

userPassword::

eeNTSEFxYoFedXBVNURIbVFhakxxaDFSUVVTHIEWicNQedISXM=

<. ANAILNALNY freeradius-ldap

AnRs module L3y ol freeradius W1Hsaya3IN LDAP 1o

apt install freeradius-ldap -y

we. wnlula sites-available/eduroam-inner-tunnel

Ysuunlulwaanizyannasunly

cd /etc/freeradius/3.0

nano sites-available/eduroam-inner-tunnel

authorize {

group {
# Read the 'users-eduroam' file

files-eduroam {
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# return if match
ok = return

update = return
}
#
# for LDAP

ldap-eduroam {

# return if match
ok = return
update = return
}
# for Active Directory
#mschap-eduroam {

# # return if match

# ok = return

# update = return
#}

# for MySQL

#sqgl-eduroam {

# # return if match

# ok = return
# update = return
#}

}
authenticate {
# PAP Authentication

Auth-Type PAP {

9519

#

# MSCHAP Authentication

# for file-eduroam and/or LDAP and/or MySQL
Auth-Type MS-CHAP {

mschap

# MSCHAP Authentication
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# for Active Directory

#Auth-Type MS-CHAP {

# mschap-eduroam

#}

# Allow EAP authentication.

eap-eduroam

o, unlulWa modules/ldap-eduroam

lnguSuunynyalngnaes dusiusiu LDAP server

cd /etc/freeradius/3.0

nano mods-available/|ldap-eduroam

ldap ldap-eduroam {

# server = "your-ldap-server-host-name" # ldap.uxx.ac.th

server = "your-ldap-server-host-ip" # 192.168.1.2

# port = 398

# identity = "cn=admin,dc=uxx,dc=ac,dc=th"
# password = mypass
basedn = "dc=uxx,dc=ac,dc=th "

update {
control:Password-With-Header += "userPassword'

# control:NT-Password = 'ntPassword'

control:NT-Password := 'sambaNTPassword'
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user {

filter = "(Uid=9{%{Stripped-User-Name}:-%{User-Name}})"

access_attribute = 'uid'

6. L‘LJGﬂ?N'IuISJ@a ldap-eduroam

cd /etc/freeradius/3.0/mods-enabled

(n -s ../mods-available/ldap-eduroam

1 4
. Wagugnsusen1vavaslna

chown -R freerad:freerad /etc/freeradius/3.0

o, NAFBUNTINUAEETYAN LDAP Server

o
KBU1N 1
service freeradius stop
freeradius -X

(stop debugging with CTRL+C)

PN
NuU1N 2
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cd /etc/freeradius/3.0/tool

J/rad_eap test -H 127.0.0.1 -P 1812 -S testing123 \
—u 'user@uxx.ac.th' -p 'Asdfelome’ \
—Vv -m IEEE8021X\

-s eduroam -e PEAP -2 MSCHAPV2

———————— access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18

Value: 4f334b7622ec20537163ac31c1926d84

n13Annslaeil Microsoft Active Directory wWugiuvayaundsly

[
wa

Wunshiasauazimuanuaudanuguln Radius server 11130y usIuiu Microsoft Active

Directory \iensiaaauylvandaydslalu Active Directory

Y

N15¥1191UY8¢ Radius server A¥ATIvdaUAINUYBINlINUIUSUATUANEUEN AR samba 138 winbind 34

JdunasivunnuanUAred samba %50 winbind Inanunsafianeiu Active Directory Wdenau

mo. wnbulwa /etc/resolv.conf

Ysuunlulwaamegaiineaunly
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nano /etc/resolv.conf

search uxx.local

nameserver <dc_server address> # 192.168.1.3

nameserver <other dns_server> # 8.8.8.8

ma. knbulwa /etc/hosts

Ysuunlulnamnizyaiinaunly

nano /etc/hosts

<dc_server address> ad.uxx.local ad.uxx.ac.th ad

#192.168.1.3 ad.uxx.local ad.uxx.ac.th ad

alo. ANAILWALNIFTUEYULAEINY samba, krb& 1ag winbind

apt install samba winbind krb&-user krb&-config -y

Default Kerberos version & realm:

UXX.LOCAL

Kerberos servers for your realm:

ad.uxx.local

Administrative server for your Kerberos realm:

ad.uxx.local
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anlununungaNsEn asnsamrunnuaiRsnAss

dpke-reconfigure -plow krb5-config

men. wnlvlwa /etc/samba/smb.conf

Uuunlulaimzganeunly waziiiu

nano /etc/samba/smb.conf

# Change this to the workgroup/NT-domain name ...

workgroup = UXX

# Add new all lines below to this location
security = ADS
realm = UXX.LOCAL
encrypt passwords = yes

client use spnego = yes

idmap config *:backend = tdb
idmap config *:range = 1000-9999
idmap config UXX:backend = ad

idmap config UXX:schema_mode = rfc2307

idmap config UXX:range = 10000-99999

winbind nss info = rfclomos
winbind trusted domains only = no

winbind use default domain = yes

winbind enum users = yes
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winbind enum groups = yes

winbind refresh tickets = yes

ane. wnbulwa /etc/krb&.conf

nano /etc/krbs.conf
77777777 [libdefaults]
default_realm = UXX.LOCAL
dns_lookup_realm = false
dns_lookup_kdc = true
forwardable = true
[realms]

UXX.LOCAL = {
kdc = ad.uxx.local
admin_server = ad.uxx.local

}

[domain_realm]
.uxx.local = UXX.LOCAL

uxx.local = UXX.LOCAL

o, Tan5AlUSHNSU samba

Yuunlulwaameaaiineaunly

/etc/init.d/samba restart

ab. Join LA389 Radius server lUudau1Invae Active Directory Domain

net ads join -U Administrator

Enter Administrator's password: <Administrator’s password>

Using short domain name -- UXX

Joined '"YOUR-RADIUS-SERVER' to dns domain 'UXX.LOCAL'
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e, 3EM15AIUSHNTY samba waz winbind

/etc/init.d/samba restart
/etc/init.d/winbind restart

ac. NAFBUNANIS Join LATDY Radius server lUtUudNNInwuas Active Directory Domain

wbinfo -u --------

administrator
user

and other users

mnlulara Iaediulan Active Directory viau uwaglvlanaaudfgnees lnsdunistilue me-me

ae. nagaulylnydnlyan Active Directory

/usr/bin/ntlm_auth --domain=UXX.LOCAL --username=user \

—-password=Asdf1234

NT_STATUS OK: Success (0x0)

<o. WnuaAnsInylynTulnwsiwa Radius server wilunguvassleniulusiwa winbind

chown root:winbindd_priv /var/lib/samba/winbindd_privileged
usermod -a -G winbindd_priv freerad

o. Wnlalia modules/mschap-eduroam

Ysuunlulwaanizyannasunly
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cd /etc/freeradius/3.0

nano modules/mschap-eduroam

mschap mschap-eduroam {

use_mppe = yes

require_encryption = yes

require_strong = yes
ntlm_auth = "/usr/bin/ntim_auth --request-nt-key

--domain=UXX.LOCAL --username=%{Stripped-User-Name}

--challenge=%{mschap:Challenge:-00}

--nt-response=%{mschap:NT-Response:-00}"

#ntlm_auth timeout = 10

<o. wlulla sites-available/eduroam-inner-tunnel

Ysuunlulwaanizyannasunly

nano sites-available/eduroam-inner-tunnel

authorize {

group {
# Read the 'users-eduroam' file
files-eduroam {
# return if match
ok = return

updated = return
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#

# for LDAP
#ldap-eduroam {

#  # return if match
# ok =retun

#  updated = return
#}

# for Active Directory

mschap-eduroam {
# return if match
ok = return
updated = retumn

}

# for MySQL

#sgl- eduroam {
# # return if match
# ok = return

#  updated = retun

#}

authenticate {
# PAP Authentication
Auth-Type PAP {

pap

# MSCHAP Authentication
# for file-eduroam and/or LDAP and/or MySQL
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#Auth-Type MS-CHAP {
# mschap

#}

# MSCHAP Authentication
# for Active Directory
Auth-Type MS-CHAP {

mschap-eduroam

eap-eduroam

&en. Lﬂﬂiﬂls‘i"luiuga mschap-eduroam

cd /etc/freeradius/3.0/mods-enabled

(n -s ../mods-available/mschap-eduroam

<. Wagsuinsvsenvavaslna

cherp -R freerad /etc/freeradius

&&. NAFBUNIFINUATLK YN Active Directory

NUID7 1
service freeradius stop
freeradius -X

(stop debugging with CTRL+C)

U199 b
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cd /etc/freeradius/tool

J/rad_eap test -H 127.0.0.1 -P 1812 -S testing123 \
-u 'user@uxx.ac.th'\
-p 'Asdfelbac’ \
—v -m IEEE8021X \

-s eduroam -e PEAP -2 MSCHAPV2

——————— access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th’
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18

Value: 4f334b7622ec20537163ac31c1926d84

n1sanAslasdl MySOL wWugiuvayatayduly
Wunsinsauwazmvuanuaudanuguln Radius server

anunsavinulaewndsgiuveyayluiiiully @svnes MysQL

voyavnydulvnnuluguiuuvesgiuveyatiu awnsofilassasslaile Jueyiunmivedeeaniuuuas

v = =1 a L [ ' aa & .
ALNU LL@IU@J&I@‘U %SQW\TQQE‘ULL'U‘UﬂWT'U@LﬂUﬂ@%ﬁﬁﬂN’Jﬁﬂ’ﬁWUjﬁu‘U@ﬂ freeradius-mysgl

«o. laseasevayalu MySQL Server

sanUsEnauNugIuNanveInsiniuveyatadyly nugUuuuves freeradius-mysql U veyaylyaz

(%
v A

HAulalunnsns ¥ radcheck S3unuvvasveyanly Al

Y
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mysqgl> select * from radcheck;

| id | username | attribute | op | value |

| 1]user | Cleartext-Password | := | Asdf1234 |

mysqgl> select * from radcheck;

+

| id | username | attribute | op | value

| | | 1 | |
T T T T T T

| 1]user | NT-Password | := | 2C47AA9B5AC02360473.. |

| 2| user | LM-Password | :=| CBDFD5AC0546E95DFF1.. |

<o, ANAIUNALNY freeradius-mysql

ARy module ta3u Lol freeradius WNGavayaN MySQL a

apt-get install freeradius-mysql -y

ez. wlulvla sites-available/eduroam-inner-tunnel

cd /etc/freeradius/3.0

nano sites-available/eduroam-inner-tunnel

Ysuunlulwaanizyannasunly
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authorize {
group {
# Read the 'users-eduroam' file files-eduroam {
# return if match
ok = return
updated = return
}
#
# for LDAP

#ldap-eduroam {

# # return if match
# ok =retun

# updated = return
#}

# for Active Directory
#mschap-eduroam {
# # return if match
# ok =retun

# updated = return
#}

# for MySQL

sql- eduroam {
# return if match
ok = return

updated = retun
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authenticate {

# PAP Authentication
Auth-Type PAP {

pap }

# MSCHAP Authentication
# for file-eduroam and/or LDAP and/or MySQL
Auth-Type MS-CHAP {

mschap

# MSCHAP Authentication
# for Active Directory
#Auth-Type MS-CHAP {

# mschap-eduroam

#}

eap-eduroam

<. unlulwa mods-available/sql-eduroam

Ysuunlulwaameaaineaunly

cd /etc/freeradius/3.0

nano mods-available/sgl-eduroam

sgl sgl-eduroam {
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#

driver = "rlm_sqgl_mysql"
dialect = "mysqgl"

# Connection info:

server = "<mysqgl_server host address>" # 192.168.1.2

#port = 3306

login = "radius"
password = "radpass"

radius_db = "radius"
acct_tables = "radacct"

acct_tablel = "radacct’

&o. unlulwa mods-config/sqU/main/mysql/queries-eduroam.conf

Ysuunlulwaameaaineaunly
nssiiguvayaUnydnluluulunusuuuuves freeradius-mysqgl Sdumsawnludids SQL
el winzauiulasiasveyaiiy

cd /etc/freeradius/3.0

nano mods-config/sgl/main/mysgl/queries-eduroam.conf

# Query config: Username

sgl_user_name = "%{%{Stripped-User-Name}:-9%{%{User-Name}.-DEFAULT}}"
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#sgl_user name = "%{User-Name}"

# Authorization Queries

authorize_check query ="\

SELECT id, username, attribute, value, op \
FROM S{authcheck table} \

WHERE username = '%{SQL-User-Name}' \
ORDER BY id"

authorize_reply query ="\

SELECT id, username, attribute, value, op \
FROM S{authreply table} \
WHERE username = '%{SQL-User-Name}' \

ORDER BY id"

#group_membership_query = "\
# SELECT groupname \

# ORDER BY priority"

#authorize group check query ="\

# SELECT id, sroupname, attribute, \

# ORDER BY id"

#authorize_group_reply_query = "\
# SELECT id, groupname, attribute, \

# ORDER BY id"
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&o. L‘Uﬂlm'miuga ldap-eduroam

cd /etc/freeradius/3.0/mods-enabled

(n -s ../mods-available/sql-eduroam

&o. Wasuinsvsen1vavaslna

chown -R freerad:freerad /etc/freeradius/3.0

&m. NAFBUNTVINUAEETYIIN MySQL

PUI90N 1

service freeradius stop freeradius -X

(stop debugging with CTRL+C)

=
NUNABDN 2
cd /etc/freeradius/3.0/tool

J/rad_eap_test -H 127.0.0.1 -P 1812 -S testing123 \
-u 'user@uxx.ac.th' -p 'Asdf1234' \

-v -m |[EEEcQobeX \

-s eduroam -e PEAP -2 MSCHAPV2

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6

Value: 600




axan136iAead Radius server dwsuuinis eduroam

Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th’
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18

Value: 4f334b7622ec20537163ac31c1926d84
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N15AARY Wireless Controller 138 Anonymous Access Point 527U Radius server

Radius server: wnlulwa clients.conf %38 clients-eduroam.conf

Wil IP address %38LAT8918989 Anonymous Access Point

cd /etc/freeradius/3.0

nano clients.conf ---—---—-

client <ip_or_network of access point_or wlc> {

secret = testing123

shortname = my access_point

}
client 172.16.11.8 { secret = secret for 172 16 11 8 shortname =

ap_172_16_11 8

}
client 192.168.0.0/24 { secret = secret for net 192 168 0_0 24 shortname =

ap_in net 192 168 0 0 24}

Cisco Wireless Controller

®. Add/Edit RADIUS profile

SECURITY > AAA > RADIUS > Authentication > [New...] or Edit

Server IP Address(lpve/Ipve): <radius_server_ip_address>
Shared Secret Format: ASCII

Shared Secret: <secret_shared_with _radius_server>
Confirm Shared Secret: <secret shared with radius server>
Key Wrap: [ ]

Port Number: 1812

Server Status: Enabled

Network User: [/] Enable
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Save Configuration  Ping  Logout Refre
CUN RN A
CciISco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers Apply New...
v AAA
Auth Called Station ID Type | AP MAC Address:SSID___ ¥ |
General
~ RADIUS
Authentication UseAES Key Wiap [} (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter No Delimiter ¥ |
DNS
Downloaded AVP [r— Sarvar
» TACACS+ User Management Index Server Address(Ipva/Ipv6) Port IPSec Admin Status
LDAP
e et et @ @ i 203.158.192.3 1812 Disabled Enabled -]
MAC Filtering v @ 3 203.158.192.13 1812 Disabled Enabled -]

Disabled Clients
User Login Policies
AP Policies
Password Policies

MONITOR WILANs CONTROLLER WIRELESS SECL(.1Y MANAGEMENT COMMANDS FEEDBACK
Security RADIUS Authentication Servers > New
v AAAX T
Server Index (Priority)
General
v RADIUS Server IP Address(Ipv4/Ipv6) ‘
Authentication h
Accounting Shared Secret Format
Fallback
DNS Shared Secret
Downloaded AVP Confirm Shared Secret
» TACACS+
s REYCINERD [ (Designed for FIPS cust d requi k liant RADIUS )
Local Net Users - esigned for customers and requires a key wrap complian server
MAC Filtering Port Number [1812 |
Disabled Clients ==
User Login Policies Server Status |Enabled ¥ |
AP Policies f el
Password Policies Support for RFC 3576 | Disabled ¥ |
» Local EAP Server Timeout |2 “ seconds
Advanced EAP Network User ¥ Enable (
) Priority Order Management [! Enable
) Certificate IPSec ) Enable

SECURITY > AAA > RADIUS > Accounting > [New...] or Edit
Server IP Address(Ipve/Ipve): <radius_server_ip_address>
Shared Secret Format: ASCII
Shared Secret: <secret_shared with radius_server>
Confirm Shared Secret: <secret_shared with radius_server>

Port Number: 1813

Server Status: Enabled

Network User: [/] Enable
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MONITOR WIANs CONTROLLER WIRELESS SECURL(Y MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Accounting Servers Apply New...
- ann” )
Acct Called Station ID Type | AP MAC Address:SSID ¥
General
~ RADIUSE MAC Delimiter No Delimiter ¥ |
Authentication D N
Accounting
Fallback Network Server Admin
DNS User Index Server Address(Ipv4/Ipv6) Port IPSec Status
Downloaded AVP vl i 273,285 300 1813 Disabled Enabled -]
» TACACS+
o v 3 20°Ar9..97 10 1813 Disabled Enabled [+ ]

Local Net Users
MAC Eilbarinn

MONITOR WILANs CONTROLLER WIRELESS MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Accounting Servers > New
v AAA{ e
- | Server Index (Priority) |
enera
- RADIUSK Server IP
Address(Ipv4/Ipv6)

Authentication
Accounting * Shared Secret Format
Fallback

Shared Secret

DNS
Downloaded AVP Confirm Shared Secret
» TACACS+ L
LDAP Port Number [1813
Local Net Users DO ——
v
MAC Filtering Skrver:Status »_Efifled |
Disabled Clients Server Timeout [2 seconis

User Login Policies

AP Policies Network User ¥ Enable #

Password Policies IPSec (] Enable

» Local EAP

. Add/Edit Wireless L AN profile

WLANs > WLANs > WLANs > [Create new...] or Edit
Type: [WLAN]
Profile Name: <wlan_profile>

SSID: <wlan_ssid>

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs E
v WLANs Ciirvent Filtes  :None [Change Filter] [Clear Filter] Createnew v [G8H| «
WLANs
» Advanced
.| WLANID Type Profile Name WLAN SSID Admin Status Security Policies
) 2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPA2][Auth(802.1X)] [~]
o3 WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth -]
] 4 WLAN eduroam eduroam Enabled [WPA2][Auth(802.1X)] [~ ]
) 12 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth -]
) 128 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough [~ ]
O 256 WLAN FlexConnect RoboNet Enabled None [}
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WLANSs WLANSs > New <Back_| Apply |
e AN Type WLAN v /
WLANs — —
b Advanced Profile Name eduroam
SSID {eduroaml ﬁ
1D 1 v

WLANs > WLANs > WLANs > [wlan_profile] > Security > Layer 2
Layer 2 Security: WPA+WPA2

WPA+WPAle Parameters
WPA Policy: [ ]
WPAl Policy-AES: [/]

Authentication Key Management

802.1X: [/] Enable

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs E
v WLANs Current Filter: None [Change Filter] [Clear Filter] [Create New ¥ -GLI
WLANs ————
» Advanced
) WLANID Type Profile Name WLAN SSID Admin Status Security Policies
@2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPA2][Auth(802.1X)] [~ ]
) 3 K WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth -]
] & WLAN eduroam eduroam Enabled [WPA2][Auth(802.1X)] [~}
12 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth [~ ]
) 128 WLAN RMUTI-Reqgister RMUTI-Register Enabled Web-Passthrough [~}
256 WLAN FlexConnect RoboNet Enabled None 8
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

= g

WLANs WLANSs > Edit 'eduroam’

v WLANS P —IF p— ,
WLANS “ | Gemeral | Secufity || QoS: | Policy-Mapping | Advanced |

» Advanced Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security 8 | WPA+WPA2 v h

MAC Filtering? ||

Fas" .ra Si. L.

WPA+WPA2 Parameters

WPA Policy

WPA2 Policy-AES 7 k

Authentication Key Management

802.1X ¥ Enable b

CCKM ! Enable
PSK ! Enable
FT 802.1X | Enable

WLANs > WLANs > WLANs > [wlan_profile] > Security > AAA Server
Authentication Servers Accounting Servers

[/] Enabled [/] Enabled

Server 1 [auth_radius_ip:port]
[acct radius_ip:port]

Radius Server Accounting
Interim Update: [/]
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MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANSs WLANSs > Edit ‘edurgam’
NEANEANS [ General | Secur | QoS | Policy-Mapping | Advanced |
WLANs *
b Advanced Layer 2 I Layer 3 | AAA Servers l k
Si'ec" 2AA sevesove' n t ~ver let ea. "ef=ulfl ;jerverc n thi- WL ™

Radius Servers

Radius Server Overwrite interface | /Enabled
Authentication Servers Accounting Servers EAP Parameters
j/,? Enabled " Enabled y Enable m
Server1 |IP:2C7.05¢ 112.17, Port:1812 ¥ || IP:20. 173.172."3, Port:1813 ¥
Server 2 | None v || None v

Radius Server Accounting

Interim Update 4l h Interim Interval ;600

I NAP Sarverc

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

g

WLANSs WLANS > Edit 'eduroam’

v WLANs g ) ——\g = —— »
e General | Security l QoS | Policy-Mapping | Advanced ]

} Advanced | Layer2 | Layer 3 | AAA Servers |

Server 2 |None ¥
Server 3 |None Y

Local EAP Authentication

Local EAP Authentication | 'Enabled

Authentication priority order for web-auth user

Order Used For Authentication

Not Used

[ up |

|

LOCAL . | [ > ] 'RADIUS .
LDAP

- < | ‘ -

Aruba Wireless Controller

1. Create Radius Server profile

Configuration > Security > Authentication > Servers > RADIUS Server
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Monitoring | Configuration | Disgnostics | Maintenance | Plan | Events | Reports [[CHRAERRrmmeTRy
Wizard Secugi Authentication > Servers
AP Wizard
Switch Wizard Servers Aa4 Profiles L2 Authentication L3 Authentication User Rules
WLAN Wizard
License Wizard [#] Server Group RADIUS Server
Network THORBeE
Switch = RADIUS Server RML i . .atu &
VLAN 1 : . "
2 RM Ti nadius RMuTiR.di 5-€e] ro~in
Ports
Cellular Profile e Sl leduroam | Add]
1P
[#  LDAP Server
Security
| Authentication l B Internal DB
Access Control
2. Edit Radius Server profile
Configuration > Security > Authentication > Servers > RADIUS Server > eduroam
| wonitoring | Configuration | Diagnostics | Maintenance | plan | Events | Reports [ERSgeeEmacmy g 4 Logout :
W;?;v'::ar Security > Authentication > Servers
Switch Wizard Servers Ash Profiles L2 Authentication L3 Authentication User Rules Advanced
WLAN Wizard
N:i:;::: e ® S"""Gm""’( RADIUS Server > eduroam Show Reference | Save As | Reset
Switch =] RADIUS Ser ' @
::::s L h Host Key Retype: ‘
Cellular Profile F AL Radius M
1 RM T ~adius- e "row.a Auth Port 11812 Acct Port 1813 |
T # D8P Server Retransrmits [E— Timeout [ sec
Access Control T NAS 1D | NAS IP 1
N Conairaton Use HDS o] tode *@
- e Tacacs Accounting Server
Apply

3. Create Server Group profile

Configuration > Security > Authentication > Servers > Server Group

|

Wizards
AP Wizard

Switch Wizard
WLAN Wizard
License Wizard

Network
Switch

VLAMS
Ports
Cellular Profile
1P
Security

Configuration
Security > Authentication > Servers

Authentication

Access Control

ers Add Profiles

[=] Server Group r
default

internal

RML iSe ers

Rl 1T Ser rs-e”ur

[=] RADIUS Server

eduroam

| Diagnostics | Maintenance | Plan | Events | Reports [ ERSRTRPATNY

L2 Authentication L3 Authentication User Rules
Server Group
Instance
default
internal
RN Se s 5
RM' 1., S7Ive.5 - e_.rc 1 t
leduroam | nddl
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4. Add RADIUS to Server Group profile

Monitoring_| Configuration | Disgnostics | Maintenance | Plan_| Events | Reports [NCRCTRERETI g4 Logout ad
Wizards Sqcurity > Authentlcatlon > Servers

AP Wizard

Switch Wizard vers Ab4 Profiles L2 Authentication L3 Authentication User Rules Advanced

WLAN Wizard

Hicense Wizerd B Server Growp Server Group > eduroam Show Reference Save As | Reset
Network sk

Switch ks

YLANS eduroam Fail Through ]

rores internal Servers

Cellular Profile N Name Server-Type trim-FQDN Match-Rule Actions

» RE ™S v NEw
Security RMI T2 75 - Ldu. Server Rules

Authentication Bl A A vk ova e I T L W at T F LS

Access Control [#  RADIUS Server
Wireless Servers

AP Configuration [#  LDAP Server Name, Server-Type trim-FQDN Match-Rule Actions

AP 1 i erver Name Trim FQDN Match Rules

nstallation

SaAEgamBnE # Internal DB [eduroam (Radius) | o Match Type Operator Match String

e Authstring =] [contains <]

e [# Tacacs Accounting Server | |

P SRt Add Rule Delete Rule

Certificates [ TACACS Server Add Server Cancel

SNMP

Leang [#] XML AP Server Servers

Clock B R Name Server-Type trim-FQDN Match-Rule Actions

erver i =
Guest Provisioning sduican Radiu ot &IML‘L‘
MNew

Captive Portal
SMTP
Bandwidth Calculator

Apply

5. Create v Authentication profile

Configuration > Security > Authentication > Lo Authentication > golb.e@X Authenticaion

Profiles

Wizards
AP Wizard

Switch Wizar
WLAN Wizard
License Wizard

Network
Switch

V0LANS
Ports
Cellular Profile
IP
Security

guration

| Diagnostics | Maintenance | Plan | Events | Reports |

[ Save Configuration ]

Security > Authentication > L2 Authentication

Servers AAA Profiles L2 Authentication L3 Authentication User Rules
[#  MAC authentication Profile 802.1X Authentication Profile

DK Instance
[=] 202,13} Authentication Profile default

e

Authentication

Access Control

default default-psk

default-psk dot1x_aAuthentication

dot1x_eduroam

»Eduroam

dot1x_Authentication

| add|

dotix_eduroam

[#]  Stateful 802.1% Authentication Profile

6. Edit L» Authentication profile

Configuration > Security > Authentication > Lo Authentication > golb.e@X Authenticaion

Profiles > eduroam
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Logout

Monitoring | Save Configuration | ¥

Wizards Security > Authenticatio L2 Authentication
AP Wizard
Switch Wizard Servers Ab4 Profiles L2 Authentication L3 Authentication User Rules Advanced
WLAN Wizard
License Wizard [#  MAC Authentication Profile 802.1% Authenticati rofile > eduroam Show Reference Save As | Reset
Network
Switch [=] 802.13 Authentication Profile Basic Advanced
MG default
Ports . el Machine
[ ~
s defaul-psk Enforce Machine Authentication E‘ et Machlne ol [ quest |
— Machine Authentication Cache || Blackllst on. Machlne
dot1x_authentication TrgetE |24 hr(s) i ﬂ
dot1x_eduroam Machine h = Interval between Identity
Default User Role I guest —' Requests 30 sec
A Control duroam i i i .
ceess Conire - GLIEE Earlodjstenkalled [30 ] sec Reauthentication Interval 86400 sec
Wireless Authentication = ——
AP Configuration Stateful 802.1% Authentication Profile Use Server provided I Multicast Key Rotation Time
AP installatian st wihentication fre! Reauthentication Interval E Interval e
Managarent B Boo ] s :\':Jttehrevr;tlcatlun Server Retry .
EIELTEE e E Termination (] Termination EAP-Type I~ eap-tls I~ eap-peap
Advanced Services =
Redund. S =
: eMur:' lancy Termination Inner EAP-Type I~ eap-mschapv2 [~ eap-gtc | Token Caching ﬁ
= Mahili' ¢

----- [ wea-Fast-Handover ]E - kV‘

Apply

7. Create AAA Authentication profile

Conﬁguratlon > Securlty > Authentlcatlon > AAA Authentication

,

Wizards Security > Authentication > Profiles
AP Wizard

Switch Wizard
WLAN Wizard
License Wizard

[ Save Configuration ]

Servers AiA Profiles L2 Authentication L3 authentication User Rules

[= Aaa Profile AAA Profiles Summary

Network Name Role  MAC Auth
Switeh [#] captp_ass_Profile T o
1P ‘ HHlv:cif §-cok Lpdls default-dotix-psk logon
Security = [#  default-mac-auth default-mac-auth logon default
Authentication ] v |
et et [#  default-open default-open ogon
Wireless [#]  default-xml-api default-xml-api logon
Certificates ] FT1 TiC Yo w_Prof.. ‘rf By . O T 'a°i§°"'
SHMP I
I anninn

|eduroam | Add l Cancel

Logout adt

; Save Configuration | ¥

Wizards Security > Authentication > Profiles

AP Wiz

SwitcHPWizard Servers A4 Profiles L2 Authentication L3 Authentication User Rules Advanced

WLAN Wizard
. L;cans: Wizard = Aas Profile 802.1X Authentication Server GiUp > [m Show Reference Save As | Reset

etwor

Switch [# captp_ana_Profile !

YLANS @ default GAIFRREEE

Forts ) ] default-dotix Servers

Cellular Profile — Name Server-Type trim-FQDN Match-Rule _Actions

. o T Radils No Edit | Delete | 4 | ¥
Securit MAC Authentication Profile T

Authentication MAC Authentication Serv Server Rules

Access Control Group default - — - - —

% Priority Attribute Operation Operand Type Action value validated Actions
Wireless 802.1% Authenticatighiyofile  eduroam New

&P Configuration

i 802,1 Authentication Server
AP Installation & adiounn

Management
RADIUS Accounting Server Apply
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Monitoring

Configuration.

Save Canfiguration | ¥

Logout
Wllpa;ud_s Security > Authentication > Profiles
123
Switcl Servers Ah Profiles L2 Authentication L3 Authentication User Rules Advanced
WLAN Wizard
. L::ens: Wizard = anaprofile 802.1% Authentication Profile > Wﬂ Show Reference Save As | Reset
etworl
5 [# captp_aas_Profile
Sl Basic Advanced
YLANS @ default
e [ default-dot1x Enforce Machine Authentication
Cellular Profile =
. [= eduroam Machine Authentication: Default Machine Role [quest S|
Securit: MAC Authentication Profile Machine Authentication: Default User Role [ quest =l
Authentication MAC Authentication Server Reauthentication [
Access Control Group default —
Mireless 802, Athentication Brofle  eduroam sLermination (m)
AP Configuration oo
2 nstalltion . ::; i Termination EAP-Type [T eap-tls [T eap-peap
Management RADIUS Accounting Server Termination Inner EAP-Type |7 eap-mschapv2 [T eap-gtc
General Group
Administration
Certificates \n
SHHP Sanply |
Maritoring | Configuration Save Configuration | ¥ Loaout.
Wi?;vd_s Security > Authentication > Profiles
Al 123
SwitcPWizard Servers Ah Profiles L2 suthentication L3 Authentication User Rules Advanced
WLAN Wizard
Lu:ens: Wizard = aaa Profile RADIUS Accounting Server Gro eduroam - Show Reference Save As | Resst
Nest;;;:; :‘ captp_AAA_Profle . )
VLANS default Galihoetdl C
forts ) defat-dotix Servers
Cellular Profile Name Server-Type trim-FQDN Match-Rule Actions
P ko eduroam Radius No Edit || Delete || & | ¥
Securit MAC Authentication Profile Now
[ stetiston | HAC Authenticston Srver S
Access Control Group default — - — " . - <
A Priority Attribute Operation Operand Type Action Yalue validated Actions
Wireless 802.1% Authentication Profile  eduroam New
AP Configuration
AP Installation 802.1 Authentication Sgfver
Group eduroam
Management S S Apply
General Giaw o
8. Modify Advanced Authentication
Conﬁgura‘uon > Security > Authentication > Advanced
Monitoring | I . | Diagnostics Maintenance Plan Events Reports Save Configuration | ¥ Logout
Wizards Securlty > Authentication > Advanced
AP Wizard
Switch Wizard Servers A44 Profiles L2 suthentication L2 Authentication User Rules Advanced

WLAN Wizard
License Wizard

Network
Switch

V0LANS
Ports
Cellular Profile
1P
Security

Authentication

Access Control
Wireless

Authentication Timers

User Idle Timeout

Authentication Server Dead Time {min)

Logon User Lifetime {min)

[1800

|sec -]

RADIUS Client
NAS IP Address

Source Interface

9. Modify AP Configuration

Configuration > Wireless > AP Configuration > AP Group
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Wizards
AP Wizard

Switch Wizard
WLAN Wizard
License Wizard

Network
Switch

VLANS
Ports

Cellular Profile
1P

Security
Authentication

Access Control
Wireless

aAP Group

‘Configuration

AP Configuration

|

AP Installation

Wizards
AP Wizard

Switch Wizard
WLAN Wizard
License Wizard

Network
Switch

VLANS

Ports

Cellular Profile
IP

Security
Authentication

Access Control
Wireless

AP Configuration

AP Installation

Management
General

Administration
Certificates

Configuration

Configuration > AP Group

AP Specific

| Diagnostics | Maintenance | Plan | Events | Reports [IEREREEINTEIE 4

--Disabled--

u:n 35 ooadroim Y oaton

default
~ pé nento” Stuc :nt Do elop.mnent
T orr itor Pers_nal

| 1gu.-ering & £ chi.ect =

Fir A & "dus.i ' Desicn
¢ PO

Onf ™,

T AR [Ty

Name

Configuration > AP Group > Edit "default"

¥] Wireless LAN

Profiles

Virtual &P
[# DISABLED

RF Management
AP

QoS

IDs

Mesh

# [+ ¥ ¥+

| Diagnostics | Maintenance | Plan | Events | Reports [NEERRICENRTE 4

ﬂl ‘ Delete |
__E_d_ig] Delete
ﬂl Delete
ﬂl Delete
ﬂl Delete
ﬂ Delete
ﬂ, Delete
E_dit_l Delete
Elﬂ Delete
ﬂl Delete

Profile Details.
Yirtual APs
Name AAA Profile SSID Profile ¥LAN Forward mode
DISBBLED  |defauit |DIssBLED [1111 [tunnel
Add a profile [--NEW-- | Add
Yirtual APs
~ Name b AAA Profile SSID Profile ¥LAN Forwardr
DISABLED |default DISABLED 1111 tunnel
eduroams || eduroam | |[eduroam EARE N/A
default
Add a profile |default vl DISABLED
dotlx
eduroam
RMUTI-Register
RMUTI-WiFi

RMUTI-WiFi-Misc
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x|

\

SSID Profile >

|--NEW-- ;]leduroam
Basic dvanced‘
SSID enable ™| | ESSID ‘i@
I~ opensystem
I~ wpa-tkip
I~ wpa-aes
Encryption I~ wpa-psk-tkip
I wpa-psk-aes
¥V wpa2-aes
I wpa2-psk-aes
I~ wpa2-psk-tkip
vV wpa2-tkip
DTIM Interval |:_L ‘;z?i‘;%'; _?itrit;on Gl !@1 sec
Stuct
Voies Frotocol |
(SVP)
-
4« »

Appl\r Cancel

| woritoring | | Diagrostics | Maintenance | Plan | Events | Reports [NEPMRECENRCIE

Wigards Configuration > AP Group > Edit "default"
AP Wizard
Switch Wiz
WLAN Wizard Profiles Profile Details
License ‘Wizard = wireless LaN Yirtual APs

Network ’El Wirtusl AP Name JAAA Profile SSID Profi ¥LAN Forward mode
Switch [# DISABLED DISABLED default‘ DISABLED 1111 |tunnel
HLAHS [ eduroam eduroam  |[eduroam =l |[eduroam -] (3022 |tunnel
Ports [=] RF Management
Cellular Profile Add a profile |default ‘I Add

1P
Security

Authentication
Access Control

_Wireless

AP Configuratiorr

AP Installation

[# 802.11a radio profile
[# 802.11g radio profile
RF Optirization profile

RF Event Thresholds profile
= ap
Wired AP profile

default
default
default

default

default

N13M3293ULATITHLALATIVEDUNIINIIIUYBY Radius server

\M

N1591191Uv84 Radius server 1 A¥iNNTUVBLANITIBWBNITING (Access-Request) 31NAEUBN

wazamaLUuautuNIOuIuaiuivsemallulnanuaudd lnedduiuddgyazeylulialoni

Usznialy Usznaumelna sites-enabled/eduroam wazlna sites-enabled/eduroam-inner-tunnel
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ilo Radius server lasunisseswe avihveyanissesvewliuszuiananuduneululng sites-
enabled/eduroam wulwausn wazenaaemaludinisuszanananiglululua sites-enabled/eduroam-

inner-tunnel ¥3aamalUds Radius server ww3a98a

®. NMSWEUNATEI unlang Tvlu Radius server

Y

Hlvanunsaldeuniy unlang WieUssananaveyanazdndulan syl wu Wewien1snsiaaeusy

wuuday s lylnmnnzan viaulumunguesnslyuinig eduroam wWunu

sULUU04¥1 unlang Aglnafissiunw C asnsadeuluiinisnsisdeunvsesiuls Avueaay
NNTYINNUINFURUULINWITUTINTY UAZAYUARANTSTYINY @13150W8UA1YT unlang lalweaiy

miﬂizmam‘aaﬂa WU authrize {}, authenticate {} lUumU

FUs90301%1 unlang aztudmnusnelu luanunsausenadueda AuLUsAAaTU 9TUU e @u
Ao auveInsvieuvedluna 9nnsiuay Attribute Tulna dictionary uasdsiignuieasuun

YULIDIVAUS NS

nsnvuaaluaands Tlu section @ update Tu 3 Fumus control, request Wag response fae4

kYU
update request {
User-Name := "login_name"
}
update control {

Proxy-To-Realm := "LOCAL"

}
update response {

Operator-Name := "@abc.ac.th"

nseediamiiys Tuguuuy %{Variable-Name} wu lunasiiidunislu section laq wu
if( "%{Realm}" =~ /rmuti.ac.th$$/ ) { reject

}
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Ainseyilunw unlang Trwudeniulusunsuniw C undianudaneundt wu Msulseuiiey
(ffoo) Negation
(foo || bar) Or
(foo && bar) And
(foo == bar) Equal
(foo != bar) Not equal
(foo =~ bar) Regular expression (match)
(foo I~ bar) Negate regular expression (not match)
(foo < bar) Less than

(foo > bar) More than

N15ANUAAT
foo = “value” Add the attribute to the list, if and only if an attribute of the same
name is not already present in that list.
foo := “value” Add the attribute to the list. If any attribute of the same name is already present
in that list, its value is replaced with the value of the current attribute.
foo += “value” Add the attribute to the tail of the list, even if attributes of the same name are
already present in the list. When the right hand side of the expression

resolves to multiple values, it means add all values to the tail of the list.

MagakUsndninigensds anunsanlaannissulusunsuwuy Debug

N19304%8 (Request)
Received Access-Request Id 0 from 127.0.0.1:59868 to ...

User-Name = 'user@rmuti.ac.th’

NAS-IP-Address = 127.0.0.1
Calling-Station-Id = '70-6F-6C-69-73-68'

Framed-MTU = 1400

NAS-Port-Type = Wireless-802.11

N130AUNAU (Response)
Sending Access-Challenge Id o from 127.0.0.1:1812 to ...
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EAP-Message = 0x010100061920

Message-Authenticator = 0x000000000000000000...

Sending Access-Accept Id 9 from 127.0.0.1:1812 to ...
User-Name := 'user@rmuti.ac.th’

EAP-Message = 0x03090004

Message-Authenticator = 0x000000000000000000...

N3MMUALEUNI9NTT IavedlUskngl @1Xn30lYN1INILIRUUERNININUGIY FB if else elseif ln 1y

if( "%{Realm}" =~ /rmuti.ac.th$$/ ) {
update control {

Proxy-To-Realm := LOCAL

else {

update request {

Realm := "eduroam"

S

. N15AANSaIUIN TN lumungay

v oy

A o v Ada a o a a o A o ad &
WeAnnsoslndnRaund Sulunesdounen unlange Winwlululen fsesdetyinlumuizean Ao

Unyanludl realm viseluil @xoxx WU AninaNNsinulagdnluiRveIuessuuufuRng wu

engppnetwork.org Llunu

Tunshnasil ladinsi@lisunten unlang WeAnnsesteydnlumnzausuilasivswhial alulva

eduroam-realm-checks.conf waglninlwatiluusenauuarunidsvaslnalen sites-enabled/eduroam
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sites-enabled/eduroam

authorize {

SINCLUDE ${confdirl/eduroam-realm-checks.conf

a. Msimuaasavglivsnsauiuslynaneiy

mneeansylynenisgninlyiesnawifueseueinneiu awnsavinlalagnisasveyavuieiay VLAN
910 Radius server 1Ug Wireless Controller (WLC) %38 Access Point (AP) la %3t 71 WLC %30 AP 9
nasUsENIA VLAN migvaneauiinssiiuineundulag Radius server fioen9iuu naan1suensening

9127158 (User-Name: toooox) fUtnAne (User-Name: sxoooox) Tsas au18 a9t uaanasavne

+-- Teacher

+ VID:@oo for Teachers .++.

| Radius server |--—| L2 device |======================|AP|

+ VID:woo for Students +--+

+-- Student

sites-enabled/eduroam
post-auth {
update reply {
Tunnel-Type := "VLAN"
Tunnel-Medium-Type := "I[EEE-802"

if( "%{User-Name}" =~ /At*/ ) {
update reply {
Tunnel-Private-Group-Id := 100

}
elseif( "%{User-Name}" =~ /As*/ ) {
update reply {
Tunnel-Private-Group-Id := 200

else {
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<. NM3gnanssun1sinuvadlusunsulagazden (Full debuging)

nInsIRADUNITYILYRslUsUNTY Radius server 2vhauassgnaawvieliiiy FAAfanfonsdy
TUsunsauuy full debuging TWsunsuasfiunmanisyny wisfanssuiitistulasazioonnisenn
Tuasemilaniosazanunsasulsunsy Radius server lavtssniislusunsuy fadu mnazsulusunsy wuu
full debuging AznesUAlUTUATULANADY LLﬁ%éNEjﬂWJEJﬂ’]’iﬂNW CTRL+C mssdiunsiusiail

service freeradius

stop freeradius -X

ysamsUurinuaniIsyinauhlulna

freeradius -X > text.txt

VU R Aa
€. msvuinnanssuly Log

AnaudRNeIiunsduiinfanssunsinunimualinmsiaded Tolnalugadu wagddumuenisdudin

ANUAIAILANYDY Radius server Usenaunig

sites-enabled/eduroam ---—---- authorize {

# get request from local user and NRO (as IdP and SP)
# config: ${configdir}/(modules or mods-enabled)/detail.log
# log:
${logdir}/radacct/<client_ip>/auth-detail-<date>
auth_log

}

accounting {
# accouting request from local user and NRO (as IdP and SP)
# config: ${configdir}/(modules or mods-enabled)/detail
# log: ${logdir}/radacct/<client_ip>/detail-<date>
detail
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}

post-auth {
# get result after authentication process (as IdP)
# config: ${configdir}/(modules or mods-enabled)/detail.log
# log:
${logdir}/radacct/<client_ip>/reply-detail-<date>
reply log

}

pre-proxy {
# process and forward request to NRO (as SP)
# config: ${configdir}/(modules or mods-enabled)/detail.log
# log:
${logdir}/radacct/<client_ip>/pre-proxy-detail-<date>
pre_proxy log

}

post-proxy {
# get response from NRO (as SP)
# config: ${configdir}/(modules or mods-enabled)/detail.log
# log:
${logdir}/radacct/<client_ip>/post-proxy-detail-<date>

post_proxy_log

freenailavnlulia auth-detail

Fri Oct 23 22:39:14 2015

Packet-Type = Access-Request
User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"

Stripped-User-Name = "eduroam”

NAS-Port-Type = Wireless-802.11
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Realm = "rmuti.ac.th”

fhoenaionlulia reply-
detail

Sat Oct 24 02:01:00 2015

Packet-Type = Access-Accept

Session-Timeout = 600

User-Name = "eduroam@rmuti.ac.th”

fvenailomlulna pre-proxy-detail

Sat Oct 24 00:05:49 2015

Packet-Type = Access-Request
User-Name = "eduroam@rmuti.ac.th”

NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"

Realm = "eduroam"”

Proxy-State = 0x30

fhovnailemlulng post-proxy-detail

Mon Oct 26 15:33:43 2015

Packet-Type = Access-Accept

Session-Timeout = 600 User-Name = "eduroam@rmuti.ac.th"

Proxy-State = 0x39
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91994

https://www.eduroam.us/node/@«

http://confluence.diamond.ac.uk/display/PAAUTH/Using+Active+Directory+as+authenticatio

n+source

https://wiki.samba.org/index.php/Setup_a Samba AD Member Server

http://freeradius.org/radiusd/man/unlang.html

https://www.tobtu.com/Imntlm.php -

IvleY drdnauusmsimaluladansaumaiianmuinisanen ( UniNet )
Version @
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